HacTpoiika ceTy, 3aryck Putt

HactpauBaem ceTs, TO ecTb niponvcbiBaem [P-agpec, Macky, uuito3, DNS. Bcé 310 MOXXHO
TIpOTMCaTh uepe3 CrielidaibHbIN (hali, KOTOpPhIM HaXOAUTCs B KaTasiore /etc/netplan

1. 3ax04uUM B 3TOT KaTaJor:

cd /etc/netplan

ubsBubspc:”$ cd setconetplan
ubs@ubspc : setc/netpland

2. IlocMOTpUM COAepKUMOe 3TOro Karasora:

Tam ecTb Bcero ovH ¢aiin — 01-netcfg.yaml

ubsPubspc :vetc/-netplan s —a
01-netcfg.yaml

3. OTKpbIBaeM 3TOT (haii/l B TEKCTOBOM pefiakTope Nano (UToObI /je/1aTh TaM U3MEHEeHHUS,
00s13aTeNIbHO MCIT0/Th3yeM KoMaHy sudo):

sudo nano 01-netcfg.yam

ubsEubspc:/etc/ﬁetplan$ sudo nano Ol-netcfg.yaml

[sudo] mEEEEE EEE ubs:

4. BOT Tak BBIVISIAUT [ePBOHAYa/IbHOE COZlep>KUMoe daiina:

w Serv1 (Intel(r) AMT KVM) - VNC Vie

GNU nano 4.8 01-netcfg.yaml

network:
version: 2

renderer: networkd
ethernets:
enol:
dhcp4: yes

5. HeobxoauMo BHeCTH U3MeHeHUs B 3TOT (paiin. Bo-repBbixX, OTK/IIOUaeM JUHaMUUeCcKUe ajipeca,
nponvcas dhcp4: no (BmMecTo yes).

IToTom AOITMChIBA€M CTPOKHU, yTOOBI MOIyun/10Ch BOT TakK:




serv1 (Intel(r) AMT KVM) - VNC Viewe

GNU nano 4.8 01-netcfg.yaml

network:
version: 2
renderer: networkd
ethernets:
enol:
dhcp4: no
addresses: [91.221.70.147/231
gateway4: 91.221.70.1
nameservers:
addresses: [91.221.70.1, 91.221.71.11

Bce IP-azipeca KOHEUHO ke TIPOCTaB/IsIeM Te, KOTOPbIe HY>KHO /1711 paOOThI Balllero cepeepa, a He
HarvcaHHbIe 3/1eCh.

Buumanue! [leknapatuBHbIM 36K YAML, € MOMOIIBIO KOTOPOTO B ZIJAHHOM CJlydae ULy TCS
HACTPOMKHU CeTH, OueHb UyBCTBUTE/IEH K MpobesiaM, Mo3ToMY KOMaH/Ibl 3alIMChIBaeM YETKO C
TaKUMHU JKe OTCTYyIaMHy, KaK [0Ka3aHbl Ha CKpUHe.

PacimugpoBka KOMaHA:
network: (610K Hauas0 KOHPUTrypaLUK)
version: (Bepcusi YAML)

renderer: (yKa3biBaeM CeTeBO MeHe/Kep KOTODbIH OyZieM UCTob30BaTh, B IAHHOM CJTyyae
networkd)

ethernets: (3ToT 610K TOBOPUT 0 TOM, UTO OyzIeM KOH(UTyprpoBaTh ethernet MpOTOKO)
enol: (3T0 UM afanTepa, KOTOpbIi OyzmeM OyzieM KOHHUTYpPHPOBATh)

dhcp4: (BkrouaeT/OTK/IIOUaET pa3aauy guHaMmuueckux [Pv4-anpecos)

addresses: (3geck nuieM cBOU ctatnueckuii IP, uepes crelr — macka rozceTm)
gateway4: (aipec 1uTH03a, TuiIeM 6e3 KBaZpaTHBIX CKOOOK)

namesrevers: (HacTpolika cepsepoB umeH, DNS)

addresses: (ampeca DNS, Bce afipeca B KBa/IpaTHbIX CKOOKaXx IMHUIIIYTCS Yepe3 3amsaTyro U rpoben).

6. Coxpansiem aiin. []s1 5Toro MoykHO cHavasia Hakatb Ctrl+X /7151 BbIxoza M3 MporpaMMsl, ¥ Ha
3amnpoc oTBeTUTh OykBol Y (TO ecTb, yes, COXpaHUTh), a IOTOM HaxkaTb Enter.

B VNC Viewer pycckast KOJUPOBKa MOXKeT He 0TOOpakaTbCsi, ¥ OylyT BHHBI KBa/[paTbl — HAYETO
CTPALLHOTO, MPOCTO BBITIO/IHSIEM TI0C/Ie0BaTe/IbHOCTh KOMOMHaLMi KiaBuill. He 3abbiBaeM
TepeBeCTH K/IaBUaTypy Ha aHIVIMMCKYH0 pacK/IafKy.

umm smmmm smm smmmEn: Ql-netcfg.yaml
B smmmnm DOS

EEEEEEEEE ENEEEEEEEE EEEEET

EEEEEm C "..:. £ mmmeER Mac

I[Tocne Haxkatust Enter ¢aiin coxpaHUTCS U 3aKPOETCSI.




7. KenarenbHO CHOBa HabpaTh KOMaH/y

sudo nano 01-netcfg.yam

YTOOBI TTPOBEPUTD, BCE JTU MTPABH/IBHO COXPAaHU/IOCK. [Toc/ie 3TOro MpocCTo 3aKphbiBaeM (aii
kinasuitiamu Ctrl+X

8. [lnisi mpoBepKy KOH(MUTypal[MOHHOTO (paiiia BBOJUM:

sudo netplan --debug generate

Ecnu BCé xopottiio, 1osy4yrM NpUMepPHO TaKOU BbIBOJ!

ubs@ubspc :setc/netpland sudo netplan --debug generate
DEBUG :command generate: running [’/libsmetplan/generate’ ]
(generate:1293): DEBUG: : starting new processing pass
(generate:1293): DEBUG: ¢ We have some netdefs, pass them through a final round of validation
(generate:1293): DE . : enol: setting default backend to 1
(generate:1293): DEBUG: ¢ Configuration is valid

(generate:1293): DEBUG: ! Generating output files..

(generate:1293): DEBUG . openuswitch: definition enol is not for us (backend 1)

(generate:1293): DE ! NetworkManager: definition enol is mot for us (backend 1)
(generate:1293): GLib-DEBUG: ! posix_spawn avoided (fd close regquested)
(generate:1293): GLib-DEBUG: ¢ posix_spawn avoided (fd close requested)
ubs@ubspc : setc/netplans

9. UToOBI IPUMEHUTb HACTPOUKH, TIUIIIEM TaKyH0 KOMaH[Y:

sudo netplan --debug apply

Ecu Bcé HopMasibHO, 10/IyUYrM NPUMEPHO TakoU BbIBOZ, (Ha CKPUHe TpeZicTaB/IeHa TO/IBKO YacTh):

- 91.221.70.147/23
dhcp4: false
gatewayd: 91.221.70.1
NANESErvers:
addresses:
-91.221.70.1
-91.221.71.1
renderer: networkd
version: 2

DEBUG :Link changes: {}
DEBUG :netplan triggering .link rules for lo
DEBUG :netplan triggering .link rules for enol
(process:1297): DEBUG: : starting new processing pass
(process:1297): DE : We have some netdefs, pass them through a final round of validation
(process:1297): DE : enol: setting default backend to 1
(process:1297): DE ¢ Configuration is valid

DEBUG :enol not found in {}

DEBUG :Merged config:
network :
ethernets:
enol:
addresses:
- 91.221.70.147/23
dhcp4: false
gatewayd: 91.221.70.1
Nameservers:
addresses:
-91.221.70.1
- 91.221.71.1
renderer: networkd
version: 2




10. 3amyckaem cayx0y sshd:

sudo systemctl start sshd

11. ITpoBepsiem ctatyc ciyx0s1 sshd:

sudo systemctl status sshd

D D
# ssh.service - OpenBSD Secure Shell server
Loaded: loaded (/libssystemd/systems/ssh.service: enabled: vendor preset: enabled)
Active: active (running) since Wed 2023-05-31 14:17:40 MSK: 27min ago
Docs: man:sshd(8)
man:sshd_config(5)
Hain PID: 1008 (sshd)
Tasks: 1 (limit: 18949)
Memory: 3.9M
CGroup: ssystem.slicesssh.service
L-1008 sshd: susr/sbins/sshd -D [listener]l 0 of 10-100 startups

14:17:40 ubspc systemd[1]1: Starting OpenBSD Secure Shell server...

14:17:40 ubspc sshd[10081: Server listening on 0.0.0.0 port 22.

14:17:40 ubspc sshd[1008]1: Server listening on :: port Z2.

14:17:40 ubspc systemd[1]: Started OpenBSD Secure Shell server.

14:40:28 ubspc sshd[13511: Unable to negotiate with 218.92.0.26 port 26196: mo matching key exchange method found. Theiry
14:43:39 ubspc sshd[14501: Invalid wser blank from 81.82.179.5 port 56356

14:43:39 ubspc sshd[14501: pam_unix(sshd:auth): check pass: user unknoun

14:43:39 ubspc sshd[14501: pam_unix(sshd:auth): authentication failure: logname= uid=0 euid=0 tty=ssh ruser= rhost=81.82)
14:43:41 ubspc sshd[1450]1: Failed password for invalid user blank from 81.82.179.5 port 56356 sshZ

14:43:42 ubspc sshd[14501: Connection closed by invalid user blank 81.82.179.5 port 56356 [preauthl

lines 1-21,21 (END)

st BBIXOJ]Aa B OXKU/IAIOLIYI0 BBOJja KOMaH/IHY10 CTPOKY HaxkuMmaeT Ctrl+C

12. MeHsieM TpaBu/ia U OTKPbIBaeM MOPThI:

13. CMOTpUM, UTO INOJYYU/IOCH:

sudo ufw status numbered




BbIBOZI B KOHCO/H ZIO/KEH OBITh TAKWM:

ubs@ubspc:~9 sudo ufw status numbered
NEEEENEEE: EENEEEE

] EENENEEE s
OpenSSH ALLOW fAnywhere
ALLOW finyuhere
ALLOW Anywhere
ALLOW finyuhere
ALLOW fAinyuhere
10000 udp ALLOW fAinyuhere
5349/tcp ALLOW Anyuhere
Open3SH (uvb) ALLOW Ainyuhere
Z2stcp (ub) ALLOW fimywhere
22 (ub) ALLOW Anyuhere
80/tcp (ub) ALLOW finyuhere
443-/tcp (vb) ALLOW Anywhere
10000 udp (v6) ALLOW finyuhere
5349/tcp (uvb) ALLOW Ainyuhere

ubs@ubspc:”§ _

14. TTepe3arpy»kaeM KOMIIbIOTED:

sudo reboot]

15. 3anyckaem Ha CBOEM KOMIIbIOTEPe PaHee yCTAaHOBIEHHYIO Y HACTPOEHHYO Ha y/la1éHHbIN
cepsep nporpammy Putty:

= PuTTY Configuration - a X
Category: Basic options for your PUTTY session
- Session Specify the destination you want to connect to
Logging Host Name (or IP address) Port
= Terminal | | I 22
Keyboard S :
Connection type:
Bell Raw Telnet Rlogin QO s5H Serial
Features
Load, save or delete a stored session
= Window

Saved Sessions
Appearance
Behaviour
Translation 5
Default Settings Load
¥ Selection Servers
Colours Saye
Fonts
elete
= Connection i
Data
Proxy
Close window on exit:

Telnet
O Always Newer Only on clean exit

Rlogin
¥ SSH

Abaut Dpen Cancel




16. BBoAMM HMMs O/b30BaTesIsi U CUCTEMHbIN MapoJib:

login as
g ubs@media3.nbics.net’s passuword:

Hocrym uepe3 Putty ynobHee, uem uepe3 VNC Viewer, Tak kKak Putty moagep>xuBaet Oydep obmeHa
MEXKy CePBEPOM U CBOUM KOMIIBIOTEPOM, a TAKXKE TIO/IZIEP)KUBAET PYCCKYHO KOJUPOBKY TEKCTa.

17. YcranoBuM apt-transport-https:

sudo apt install apt-transport-https




